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NETLAB Support and Staff: Contact Information

 Germantown Campus, Montgomery College

 HT Building (High Technology & Science Center Bldg)

e Cybersecurity Lab, Room HT230

 Web: http://cms.montgomerycollege.edu/mccyberlab ( )

e Joe Roundy, Cybersecurity Program Manager
Joseph.Roundy@MontgomeryCollege.Edu

e Cindy Huynh, Cybersecurity Lab Coordinator

Cindy.Huynh@MontgomeryCollege.Edu »
y
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NETLAB-related links

o Cybersecurity Lab > NETLAB:

 http://cms.montgomerycollege.edu/mccyberlab ( )

e NETLAB NDG1 forr CCNA and CCNA-Sec LLabs
o http://ndgl.montgomerycollege.edu ( )

s NETLAB NDG2 for Cybersecurity Labs

(ie. A+, Network+, Security+, CEH, Forensics)

e http://ndg2.montgomerycollege.edu ( ) »
y 4
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http://ndg1.montgomerycollege.edu/
http://ndg2.montgomerycollege.edu/

mE]B NETLAB+’

* NETLAB'NDGT fr====
for CCNA and ||lsssss

| Login ‘

CCNA-Sec cm
Labs T

e http://ndgl.montgo
merycollege.edu

Montgomery College Cyber Lab CCNA NETLAB+

NETLAB+® provides remote access to lab equipment and
curriculum. To access, you need a user ID and password,
assigned by your instructor or local system administrator.

Personal firewall software can interfere with this application.
If you experience login or port test failures, please disable your
firewall software to determine if this is causing the problem.

Browser security settings can interfere with required
features. It is recommended that you add the IP address (or
host name) of this site to your brower's trusted site list. This
application uses Java™, JavaScript, Cookies, Popup Windows,
and IFRAMES. Please adjust your browser settings accordingly.

@ Mozilla Firefox

‘ @ Internet Explorer

£7 Windows
‘ @ Apple Safari

& Google Chrome
@ Mozilla Firefox
@ Apple Safari

@ Mozilla Firefox

Copyright ® Metwork Development Group, Inc. The programs
included herein are subject to a restricted use license and can

only be used in conjunction with this application.



http://ndg1.montgomerycollege.edu/

&
N[D[G NETLAB:

Personal Firewall Internet Firewall NETLAB+
Firewall Server
Software

NETLAB+ will now conduct a Remote Access Test to determine if Java is working properly and to
ensure your computer can connect to the NETLAB+ server without firewall interference.

After clicking Start below, you may be prompted with security confirmation questions by your
browser, by Java, and your personal firewall software.

Please allow the Remote Access Test to download, to run, and let connections proceed.
You may be offered options to "always allow" or "always trust" for this NETLAB+ site. These

options may eliminate the need to answer the same security questions each time you login into
in the future.

() Start Remote Access Test ) | [£3) Skip Test (not recommended)
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METLAB+

Note that the Java Applet
will be downloaded and

can be viewed under

‘ E ! } Your Java version is out of date.
downloads (blue arrow)

<+ Update (recommended)

Dpening start_remote_access_testjnlp Get the latest security update from java.com.

‘You have chosen to open: = Block
Block Java content from running in this browser session,

——
‘ <} Later
— pntinue and you will be reminded to update again later.

El start_remote_access_test.jnlp
which is: JMLP File
from: http://172.26.18.90

What should Firefox do with this file? ———— [T pg not ask again until the —

Java(TM) Web Start Launcher (default) . . .
Do you want to run this application?

Publisher: MNetwork Development Group Inc.

«
— Locations: http://172.26.18.90
Launched from downloaded JMLP file

This application will run with unrestricted access which may put your computer and persanal
information at risk. Run this application only if you trust the locations and publisher abowve.

6 Maore Information




NETLAB+’

Welcome to NETLAB+®.

Lab Reservations

There are no relevant lab reservations to display at this time.

Refresh this page to check for recently scheduled labs.

Rezerve lab time or Manage device Create or manage Create or manage
check the schedule. configuration files. student and instructor classes and rosters.
_accounts.

%

Access configurations Create custom lab Create custom Chat with other

and logs from exercises for your equipment pods. USEers,
_completed labs. | students.

Copyright @ Network Development Group, Inc.
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N[D[G NETLAB:
Class Manager
MyNETLAB Logout B

The Class Manager is used to manage classes and rosters.

Click on the class name to manage a class.

Ih: 2 LEAD INSTRUCTOR(S) # ENROLLED| STARTDATE = ENDDATE |LABS/LAB HOURS
O'm  mm Em B 1 Mone Mone 1 05
o = 110 |None None 55 56.0
o = o "= e e 0 Mone Mone 2 21
; fmn m & = | 0 Mone Mone 3 22
o "IN el ol " 6  |Jan 18, 2016 Jan 30, 2017 18 39.0
(o~ s w o — e w11 |None None 0 0.0
; o E ENTH WS Ew 11 Mov 23, 2015|Dec 25, 2015 110 172.6
o (M= ol Bl 3 Mone Maone 0 0.0
o = - e 0 Mone Mone 0 0.0
; fmn mmnm = BN mE 0 Mone Mone 0 0.0
; _ s "Rl 0 Mone Mone 0 0.0
o= == = ol —w— 0 MNone MNone 0 0.0
0 == mmaw Cmmm 3 Sep 21, 2015 |MNone 5 0.9
; NN B B T R 12 MNone MNone 1 0.7
; " 2 Jul 13, 2015 Jul 20, 2015 0 0.0
I 2 e
L] e B 1 Mone Mone 13 16.0
o - - r = 24 None None 18 15.6
; el T - o | 1 Mone May 31, 2016 0 0.0
'y R o ol B 27 |Mone May 27, 2016 107 148.1
;- = ™1 B " - 10 Mone May 31, 2016 27 286
; — E I BT E BB B 12 Mone May 31, 2016/ 50 61.9
; e ol B 1 MNone MNone 0 0.0
Total| 410 544 2

Gassachss| | @B




Welcome to NETLAB+®.

Lab Reservations

There are no relevant lab reservations to display at this time.

Refresh this page to check for recently scheduled labs.

Manage device
configuration files.

Rezerve lab time or
check the schedule.

Create or manage
student and instructor
accounts.

Create or manage
classes and rosters.

&

©f

Change wour
personal settings.

%

Create custom lab

exercises for your
_students.

Access configurations
and logs from
_completed labs.

Chat with other
USEers,

Create custom
equipment pods.

B O

Logout H:—.:,Ip

Copyright @ Network Development Group, Inc.

NETLAB+’




Accounts
MyMETLAB Add Accounts Import Accounts

Account Search

Commurity | default 7|

Show | % 3| account types
" instructors only
" students only
" users that have never logged in
" users that have been inactive for 1 year or mare

(partial name Ok, leatve blank to match all) ,

| o2 Import Accounts | %Aﬂd Accounts | | E3 By |
N\

Add accounts by manually
entering the required information
(username, First Name, L

Name, Email Address)
y 4

Add a list of students in bulk
with.csv or .txt file. Start with an
excel sheet and export into .csv
file.

o B




Please separate First Name Last Name in Excel
N[D|G

Import Accounts

yNETLAB MNew (uery Help Logout

NETLAB+’

Account information may be imported into NETLAB+ from a file with these

characteristics: H - @
HOME

-

ﬁﬁ

INSERT PAGE LAYOUT FORMULAS DATA REVIEW

. The file must be in a comma or tab delimited file format (*.csv or *.txt). = 6 Cut |Ca|ibri ,|11 AN === - %
2. The first row of the file may contain column headers that identify each field to D ER Copy - o
import. Paste _ B I U- - O-A- === &=
) .. . . - Format Painter - - —
3. The file may contain additional, extraneous columns of data. You will select which
columns are used by NETLAB+. Clipboard P Font F Alignment
For more information on how to import accounts, please refer to the help document. 12 | i ﬁ-

Click "Submit" to continue.

A B C D
ImportFile | prowse... | No file selected. 1 |Username First Mame Last Name Email Address

Display Name Format | Siyen/First Family/Last ;I thuserl test userl emailaddress@montgomerycollege.edu
3 |tuser2 test user2 emailaddress@montgomerycollege.edu
show help tips [~ 4 |tuser3 test user3 emailaddress@montgomerycollege.edu
5 |tuserd test userd emailaddress@montgomerycollege.edu
() Submit | | 3 Cancel | 6 |tusers test users emailaddress@montgomerycollege.edu
7 |tuser6 test users emailaddress@montgomerycollege.edu
& |tuser7 test user?y emailaddress@montgomerycollege.edu
9 |tuser8 test users emailaddress@montgomerycollege.edu

10 |tusers test users emailaddress@montgomerycollege.




Save the Excel file as CSV file

Save as Adobe
PDF

Print

Share

Export

Close

Account

Options

Go to File > Export > Change File Type > CSV > Save As

Export
;ﬁ Create Adobe PDF

Create PDF/XPS Document

E Change File Type

Change File Type

Workbook File Types
Workbook (*.xlsx)
- Uses the Excel Spreadsheet format

OpenDocument Spreadsheet (*.ods)
ses the OpenDocument Spreadsheet
armat
q== Macro-Enabled Workbook [*.xlsm)
EE[ Macro enabled spreadsheet

Other File Types

Text (Tab delimited) (*.txt)
Text format separated by tabs

Formatted Text (Space delimited) (*.prn)
¥
=2 Text format separated by spaces

Bookl - Excel

Excel 97-2003 Workbook (*.xls)
Uses the Excel 97-2002 Spreadsheet format

Ternplate (*.xlt)
Starting point for new spreadsheets

Binary Workbook (*xlsh)
Optimized for fast loading and saving

C5V (Comma delimited) (*.csv)
Text format separated by commas

as Another File Type




MyNETLAB New Query Help Logout

MyNETLAB New Query Help Logout

NETLAB+’

Account information may be imported into NETLAB+ f
characteristics:

Hﬁ
)"

1. The file must be in a comma or tab delimited file format (*.cs

2. The first row of the file may contain column headers that ides
import.

3. The file may contain additional, extraneous columns of data.
columns are used by NETLAB+.

For more information on how to import accounts, please refer to th

Click "Submit" to continue.

SN Fi( Browse

Display Name Format | Given/First Family/Last

o file selected.

[

show help tips [7]

—_
() Submit | | [3&noe||

,“.H

!

particular column contains.

The table below contains the data NETLAB+ was able to extract from the
submitted file. Use the checkboxes to select the columns that contain the
data you want NETLAB+ to use to create the accounts. Then, for each
selected column, use the drop-downs to indicate the type of data a

Your input data will include some or all of the following fields, depending on the input data

and name field options you have selected:

User ID: A user id that is unique to each user.
Given/First Name: The name given to a user at birth.
Family/Last Name: The name shared by the user's family.

Display Name: Typically some combination of the user's given and family names.

This is the name that NETLAB+ will use when displaying information about this user.
This field is required, however, NETLAB+ can generate it automatically using the

given and/or family name fields.

® Email: An email address for the user.

Click "Submit" to continue.

testlist.csv File Data

¥ I M I
| User ID LI | Given/First Name LI | Family/Last Name ;I | Email Address ;I
tusert test userl emailaddress@montgomerycollege.edu
tuser2 test user2 emailaddress@montgomerycollege edu
tuser3 test user3 emailaddress@montgomerycollege_ edu
tuserd test userd emailaddress@montgomerycollege.edu
tusers test users emailaddress@montgomerycollege.edu
tusert test userb emailaddress@montgomerycollege edu
tuser? test userfy emailaddress@montgomerycollege_ edu
tuserd test users emailaddress@montgomerycollege.edu
tuserd test userd emailaddress@montgomerycollege.edu

N
@ s || |




Add Accounts
MyNETLAB New Query

NETLAB+"

&)

Add to Community | defauylt TI

Initial Password/ | sessssssss s
Retype Initial Password

)

Enter Mew Account Information

Enter the initial password again and retype the password

to send to the students. (ex. Passwordl). Provide
username/password information to the students.

Automatic Name Generation Options:

Enable Auto-Generation [~ (autp_generate select name fiski(s) during data entry)

Hame Generation Type | Generate Mone - Manual Entry

Display Name Format | Given/First Family/Last |

[ @ Generate All Display Hames Now |

Given/First Name

Famihy/Last Name

Dizplay Name

Type

E-mail Address (optional)

Status

test

|userl

|test userl

student -

|Emailaddress @Tmntgnm&ryd

Enter new user or leave blank

test

|user2

|1:est user

student -

|Emailaddress @ﬂuntgum&ryd

Enter new user or leave blank

test

|user3

|1:e5t user3

student -

|Emailaddress @ﬂuntgum&ryd

Enter new user or leave blank

test

|user4

|1:est userd

student -

|Emailaddress @ﬂuntgum&ryd

Enter new user or leave blank

test

|user5

|1:est users

student -

|emailaddress @muntgumeryd

Enter new user or leave blank

test

|user6

|1:est usero

student -

|emailaddress @muntgnmeryd

Enter new user or leave blank

test

|user?

|test user’

student -

|emailaddress @'nuntgumeryc|

Enter new user or leave blank

test

|user8

|test userd

student -

|emailaddress @nuntgumeryc|

Enter new user or leave blank

test

|user9

(test userd

bEbEEEREL

student -

|Emailaddress @Tmntgnm&ryd

Enter new user or leave blank

(@) Submit |

=
g
8




NETLAB+

Add Accounts
MyNETLAB MNew Query

All Requested Accounts Were Added

Add to Community default

Initial Pazssword asccepted, not shown

Automatic Name Generation Options:
Enable Auto-Generation [V (auto-generate select name field(s} during data entry)
Name Generation Type | Generate Display Mame from Given/First and Family/Last Names =

Display Name Format | Given/First Family/Last =

1|test -_ Q@ a0ded
e ]
-0+ |
e ]
e ]
-0+ |
e ]
-—_

_————_




mma NETLAB+

Add Accounts to Class Roster
MyNETLAB B

To which class should the accounts be added?

|LEAD WSTRUCTORIS) # ENROLLED _STARTDATE | ENDDATE |
. 1 |Mone [None
10 }Inluna \Mone
0 |None MNone

6 |Jan 18, 2016 Jan 30, 2017

J

You can add the
students in bulk to only
one of the classes.

Em
P
=
—
—

“ B

|Mone
lJul 13, 2015 Jul 20, 2015

Under the ‘CLASS
NAME’ select one.

1 iHune Mone

11t

24 EHn:.ma ‘None
T 1 ‘Mone May 31, 2016,

R 27 None May 27, 2016
= o oy =10 Nee  May31,2006
S ———teme | 12 [None  [May31,20%6)

1 ENune INone




Add These Accounts to a Class (alternate method)

Add the selected
students to only one of

Otherwise, go to Main Page > the classes.
Create or manage student and Under the ‘CLASS NAME’

- I B l_
instructor accounts = - Pl T B select one.
Semcmm m e . - mm - [l
mmﬁ e — H [T ] mEE NE'I'I_A.B-!-'%1
MYHEIEAH i mm=E 1 "R e . m Add Accounts to Class Roster
a R o 1 e Nl L — @
Welcome to NETLAB+®, .
gEEm " i "E -l || N . To which class should the accounts be added?
Lab Reservations B
-

There are no relevant lab reservations to display at this time. I I N ] I .— .h
mms = | |LEAD WSTRUCTOR(S) #ENROLLED| STARTDATE | ENDDATE |

Refresh this page to check for recently scheduled labs. H e — 1 iNurle Mone
) d 10 |None INone
. Scheduler  File Manager _ ClassManager | @ wm o [ ] - 8 | — =Rz | 0  |None None
. mE -.1_ . = ” . ! — e
o S mem e 0 |None None
@_ ’I ™ g f_i —— 1 | SOE GBS 6 [Jan 18, 2016 Jan 30, 2017
wi] e m EmEm m= B s R —— =m [0 " i P\mempm S| 11 [Hone None
p = B b Gl o
R 5 - ol el 11 [Nov 23, 2albve 26, 2015)
Reserve lab time or Manage device Create or manage Create or manage - — B " | — o m 20 3 INO!‘IE _Noﬂe
check the schedule. configuration files. student and instructor classes and rosters. = 0 |None None
accounts. \ 1 N BN . I m L L * _._ N . = 0 iNgng. None
\/ g o= e m = nm "k 0 |Mone None
—trrhive — i smBodNesiqne e mnChatibein) s w0 |None  [Nome
| P I I B "= " I 3 |Sep21,2015 None
L= | 12 |None Mone
u | . I mE u q EEN ‘ |
% u ! & ﬁ La o 2 Wul 13, 2015 Jul 20, 2015
L [ © testteacher & test teacher default  |CCNA L_i 1 |none None
Access configurations Create custom lab Create custom Chat with other . — »
and logs from exercises for your equipment pods. users. 0O testteacher] 8 test teacher default CCMNA -2 9 24 Mone MNone
completed labs. students. | . s [t [ 1 |None May 31, 2016
1 LA !
O testuser () test user default CCNA 7 . m T 27 |None May 27, 2016
. \ e o 10 |None May 31, 2016
e Perform Action on Selected Accounts(| Add to Class Roster ~ | m) [ O o ey i i |12 [None |May 31,2016
Logout  Help ‘ | “illle Bamedl 1 |None None
Copyright & Network Development Group, Inc.
\LﬂQMSﬂ&rchl Id&',—:nlmormoowntsl [%Mdmnm] [mEml
—

Perform Action on Selected Accounts: Add to Class Roster

3 cancel



MyNETLAB

Welcome to NETLAB+®,

Lab Reservations
There are no relevant lab reservations to display at this time.

Refresh this page to check for recently scheduled labs.

Reserve lab time or
check the schedule.

Manage device
configuration files.

Create or manage
student and instructor
accounts.

Create or manage
classes and rosters.

Archive ~ LabDesigner ~ PodDesigner ~ Chat(beta)

a & 9

Create custom lab
exercises for your
students.

Access configurations
and logs from
completed labs.

Create custom Chat with other
equipment pods. users.

B e

Logout Help

Copyright & Network Development Group, Inc.

o L PE Lhe 1€mporo
E—— . R E R = =
u = Il B - mEN CEEEEE . B BE O o 10l A4 () - [) €
N O N
S EEe CEE > C DOId
i mom B ] - . —-— -
- - a ord. Provide e
R N R — . - Il
o E—— oo m— EEEET EEE NS N —-— Il C DOI'd ) d OI'C O
H EE | mEE e — - - -a - a a) = =Yo ol=
s 000 [ |
e | 0 e "l ol B | = g -
gEmm - B "l ] - B ] -mma NETLAB{.@
-
Ilma o o Cm— - CE e = =
MyNETLAB )
[ |
T
o [ - » o — — _I.'.'.'._ m=  USERD NANE | TYPECOMMUNTTY STATUS
= e ee— testteacher1|test teacher| student |default eligible for password reset
nmr mm 1 N " ol = "% Enter a temporary login password for the selected users. Upon login, each user will be
| — - — - - required to select a new password.
s Rl e - N EEE | BN N - Temporary Password
g e | B = = Retype Temporary Password I:l
| QR 0ol B e B " " e =8
| | o] I L | EE I
N\
/ O testteacher & test teacher default CCMNA May 17, 2016 |7\
© testteacher & test teacher default  |CCNA never v
© testuser 8 test user default CCNA Apr29,2016 |
Select All
Perform Action on Selected Accounts: | Add to Class Roster =
¢ dd to Class Roster Un All
\L\Muewmm] | b Impo nts | [_EEm] /)

O A 0 0 a) fa ..A



Setting up NETLAB Check-List

Set-up:

J Students

d Class

J Lead-Instructor

(Optional):
d Teams (ie. Divide Students into Groups)

P o

o B




Using NETLAB

NETLAB+"

Go to Main Page > Reserve lab
time or check the schedule

MyNETLAB

The scheduler allows you to make lab reservations.

) ) | View only or manage reservations made by students.
© & View or cancel reservations To take a class, see last option below.

., -

Welcome to NETLAB+®,

Lab Reservations

. - i .Y
There are no relevant lab reservations to display at this time.

) L You must set up: a class with its student roster,
Refresh this page to check for recently scheduled labs. '0‘ &88 Reserve instructor-led tralnlng time for a class H p H
L ) instructor leads, and pod assignments. Seek Joe

4 \ Roundy for assistance with any issues or
© 4} Reserve self-study time for teams - requests for pod assignments.

) Students can be divided into up to 26 different

Sheck e schisule, | Jeomiauration fles. || stodent and metnuctor | | classes ond roters. | | porstmal setings. © () Reserve self-study time for individual learners teams or groups labeled from A-Z.
accounts. . -
~—_ r " Reserve equipment pod for unlimited specified
© (i Reserve an equipment pod for your own use amount of time for teacher usage. Handles Pod

g . J virtual equipment.
| | ﬂz{ If you are registered as a learner for the Class, such

(+] & Reserve lab time in a class that you are attending as a learner

Access configurations Create custom lab Create custom Chat with other a.S ‘CCNA,, yOU Create a reservat'on fOI’ |t hel’e.
and logs from exercises for your equipment pods. users. h - . . . . .
completed labs. students. Maximum limit of 4 hours maximum reservation.
Cancel
o B corel
Logout Help

. T ﬂ




NETLAB+"

L ) | View only or manage reservations made by students.
l © R, View or cancel reservations To take a class, see last option below.

‘ © 435 Reserve instructor-led training time for a class

‘ © 4} Reserve self-study time for teams

‘ © [} Reserve self-study time for individual learners
‘ © (i Reserve an equipment pod for your own use

‘ © i Reserve lab time in a class that you are attending as a learner

‘- [£3) Ccancel |




© (i Reserve an equipment pod for your own use

© i Reserve lab time in a class that you are attending as a learner

‘- [£3) Ccancel |

e

NETLAB+"

You must set up: a class with its student roster,
instructor leads, and pod assignments. Seek Joe
Roundy for assistance with any issues or
requests for pod assignments.

Students can be divided into up to 26 different
teams or groups labeled from A-Z.

on their own




‘ (+] '3\ View or cancel reservations

‘ © 435 Reserve instructor-led training time for a class
‘ © 58& Reserve self-study time for teams

‘ [+] B Reserve self-study time for individual learners

l © (i Reserve an equipment pod for your own use

‘ © i Reserve lab time in a class that you are attending as a learner

‘- [£3) Ccancel |

NETLAB+

" Reserve equipment pod for unlimited specified
amount of time for teacher usage. Handles Pod
“virtual equipment.
Please cancel reservation when not in use!!!

{

COMMENUE):




N|D|G| NETLAB+'

Lab Access »== NETLAB+ CLI Terminal
MyNETLAB Logout i Terminal Edit Sharing Preferences Help

MAP-ASA 01 359 minutes remaining w| @@ ea|~| D@ D3| D
Topology | Action | Status  Connections | Load | Save

ORE [ ccscrer | woasaor | st | 1| 208




Ipleliv/leltfzl

mma NETLAB+

Scheduler
AyMETLAE Logout

The scheduler allows you to make lab reservations.

‘ L] View or cancel reservations
‘ © (@A) Reserve instructor-led training time for a class
‘ © A} Reserve self-study time for teams

‘ © [} Reserve self-study time for individual learners

‘ © (i Reserve an equipment pod for your own use

l © i Reserve lab time in a class that you are attending as a learner Yf you are registered as a learner for the Class, such
" Jas ‘CCNA’, you create a reservation for it here.
Maximum limit of 4 hours maximum reservation.
Please cancel reservation when not in use!!!




NETLAB-related links

o Cybersecurity Lab > NETLAB:

e http://cms.montgomerycollege.edu/mccyberlab ( )

e NETLAB NDG1 forr CCENA and CCNA-Sec LLabs

 http://ndgl.montgomerycollege.edu ( )

s NETLAB NDG2 for Cybersecurity Labs

(ie. A+, Network+, Security+, CEH, Forensics)
 http://ndg2.montgomerycollege.edu ( )

NOTE! Accounts and passwords on NDG1 AND NDG2 are separate. If you

change or reset a password on one website, you may need to change it on the
other website as well!!!



http://ndg1.montgomerycollege.edu/
http://ndg2.montgomerycollege.edu/
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