J4INDG

Developing IT Professionals

NetLab for Faculty

_ﬁb

= Security+ = Network+ =A+ = Ethical Hacking * Forensics

NETLAB Support and Staff: Contact Information

Germantown Campus, Montgomery College

HT Building (High Technology & Science Center Bldg)
Cybersecurity Lab, Room HT230

Web: http://cms.montgomerycollege.edu/mccyberlab (

Joe Roundy, Cybersecurity Program Manager
Joseph.Roundy@MontgomeryCollege.Edu

Cindy Huynh, Cybersecurity Lab Coordinator

Cindy.Huynh@MontgomeryCollege.Edu »
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NETLAB-related links

« Cybersecurity Lab > NETLAB:

http://cms.montgomerycollege.edu/mccyberlab (

NETLAB NDG1 for. CENA and CCNA-Sec Labs
http://ndgl.montgomerycollege.edu ( )

NETLAB NDG2 for. Cybersecurity Labs

(ie. A+, Network+, Security+, CEH, Forensics)

http://ndg2.montgomerycollege.edu (

mE]E NETLAB+
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Remote Access Test

-
e

Personal Firewall Internet Firawall NETLAD+
Firewall Server
Soltwme

MNETLAB+ will now conduct a Remote Access Test to determine if Java is working properly and to
engure your computer can connect to the NETLAB+ server without hrewall mterference,

After clicking Start balow, you may be prompted with security confirmation questions by your
browser, by Java, and yeur personal firewall software.

Please allow the Remote Access Test to download, te run, and let connections proceed.

You may br offercd optons Lo “abways aBow” or “always trust® for this NETLAB+ site, These
aptions may eliminate the need to answer the same security questions each time you login into
s in the future

this 3
[ skip Test {net recommended)

dE @ & ad =
METLAB+

Note that the Java Applet

will be downloaded and

can be viewed under
‘our. version is date.
downloads (blue arrow) 4 @ YourJava outef

[ CE e e e e o

“You have chosen to open: < Block 3
Block Java content from running in this browser session.

|| start_remote_access_testinlp

whichis: JNLP File [——Caontinue and you wil be reminded to update again later.
from: http://172.26.18.90

What should Firefox do with this file? I Do not ask again until the, ————

(ol an withi | Java(TM) Web Start Launcher (default) Do you want te run this application?

{~ SaveFie

™ Do this automatically for files like this from now on. [; Network D Group Inc.

Locations: htip://172.26. 18.90
Launched from downloaded JNLP file

ricted access which may put your computer and personal
only if you trust the locations and publisher above.
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Welcome to NETLAB+E.

Lab Reservations

There are no relevant lab reservations to display at this time.

Refresh this page to check for recently scheduled Iabs.
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' Reserve lab time or Manage device Create or manage Create or manage /Change your
' check the schedule. configuration files. student and instructor classes and rosters. ' personal settings.
accounts. \

a/ 2

| Access configurations Create custom lab Create custom Chat with other
- and logs from exercises for your equipment pods. users.
| completed labs. students.

B e

Logout He Ip

Copyright @ Network Development Group, Inc.

The Class Manager is used to manage classes and rosters.

Click on the class name to manage a class.
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Welcome to NETLAB+E.

Lab Reservations

There are no relevant lab reservations to display at this time.

Refresh this page to check for recently scheduled Iabs.

' Reserve lab time or Manage device
' check the schedule. configuration files.

ﬁﬂ
vk

Create or manage Create or manage

' Change your

student and instructor classes and rosters. ' personal settings.

accounts.

| Access configurations Create custom lab
- and logs from exercises for your
| completed labs. students.

Create custom Chat with other
equipment pods. users.

B e

Logout He Ip
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Accounts

NETLAB+

Show

Community | defauit 7|

@ all account types
 instructors only

 students only

" users that have never logged in

" users that have been inactive for 1 year or more

Match User ID or Name

‘H‘*ﬂl Search |

(partial name OK, lea¥e blank to matchall) N~

Add a list of students in bulk
with.csv or .txt file. Start with an
excel sheet and export into .csv N

file.

| 4 import Accounts | ()< Add Accounts | [ Bxit |

Add accounts by manually
entering the required information
(username, First Name, L

ame, Email Address)
y 4
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Please separate First Name Last Name in Excel

Account information may be imported into NETLAB+ from a file with these

characteristics:

. The file must be in a comma or tab delimited file format (*.csv or *.txt).
. The first row of the file may contain column headers that identify each field to

import.

. The file may contain additional, extraneous columns of data. You will select which

columns are used by NETLAB+.

For more information on how to import accounts, please refer to the help document.

Click "Submit" to continue.

Import File | Browse... | Mo file selected.

Display Name Formst | Given/First Family/Last =l

show help tips [~

|@9ul:mi1||BCanoel|

s ‘X,Cut

H ©- ¢ =

HOME INSERT

G o K&

PAGE LAYOUT FORMULAS DATA

ER Copy ~

Paste B &'A' 5=

~ Format Painter

Clipboard [F] [ Alignment

-

A B C

Save the Excel file as CSV file

©
it Export

=T

;ﬁ Create Adobe PDF

Create PDF/XPS Document

Er Change File Type

Save as Adobe

PDF

Print

Account

Options

Change File Type

Workbook File Types

Workbook (*.xlsx)
L Uses the Excel Spreadsheet format

EE Macro-Enabled Workbook (*.xlsm)
=[TT Macro enabled spreadsheet

Other File Types

Text (Tab delimited) (*txt)
Text format separated by tabs

‘ Formatted Text (Space delimited) (*.prn)

=T 7o format separated by spaces

Username First Name Last Mame Email Address
tuserl test userl
tuser2 test user2
tuser3 test user3
tuserd test userd
tusers test users
tusert test user
tuser? test user?
tuserd test userd
tusers test users

emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu
emailaddress@montgomerycollege.edu

Bookl - Excel

Excel 97-2003 Workbook (*xls)
Uses the Excel 97-2003 Spreadsheet format

Template (*xx)
Starting point for new spreadsheets

Binary Workbook (*.xlsh)
Optimized for fast loading and saving

CSV (Comma delimited) (*.csv)
Text format separated by commas

s Another File Type

Go to File > Export > Change File ype > CSV > Save As




mma NETLAB+'

ﬂ The table below contains the data NETLAB+ was able to extract from the
ﬁ submitted file. Use the checkboxes to select the columns that contain the
¥ é data you want NETLAB+ to use to create the accounts. Then, for each
DO ~, D

selected column, use the drop-downs to indicate the type of data a
particular column contains.

R ) ) ; Your input data will include some or all of the following fields, depending on the input data

Account information may be imported into NETLAB+ f| and name field options you have selected:

_ﬁ characteristics:

i User ID: A user id that is unique to each user.

Given/First Name: The name given to a user at birth.

Family/Last Name: The name shared by the user's family.

Display Name: Typically some combination of the user's given and family names.

This is the name that NETLAB+ will use when displaying information about this user.

5 This field is required, however, NETLAB+ can generate it automatically using the
import. given and/or family name fields.

3. The file may contain additional, extraneous columns of data. Email: An email address for the user.

columns are used by NETLAB+.

=

. The file must be in a comma or tab delimited file format (*.cs
2. The first row of the file may contain column headers that idel

Click "Submit" to continue.

For more information on how to import accounts, please refer to thi

Click "Submit" to continue.

12 ¥ 2 W
User ID j |Gwent’F\rsI. Mame j ‘ Family/Last Name j ‘ Email Address LI
Import Fil | Br w I}loﬁ\e Selected: | tuser! test user! emailaddress@montgomerycollege edu
tuser2 test user2 emailaddress@maontgomerycollege_edu
Nisplay Hame Format p i i
|G'Ve”‘rF”5t Family/Last j tuserd test userd emailaddress@montgomerycollege edu
. tuserd test userd emailaddress@montgomerycollege.edu
show help tips [~
tusers test users emailaddress@montgomerycollege. edu
TR tuseré test userb emailaddress@maontgomerycollege_edu
| @ | | Eancel | tuser? test user? emailaddress@maontgomerycollege_ edu
tuserd test users emailaddress@montgomerycollege. edu
tuserd test userd emailaddress@meontgomerycollege.edu

|@smmit||m lmel‘

Add Accounts
MyNETLAB MNew Query

Enter New Account Information

SIDEELIIT Enter the initial password again and retype the password
Initial Password to send to the students. (ex. Passwordl). Provide

Retype Initial Password > username/password information to the students.

o}

Enable Auto-Generation [~ (auto-generate select name field(s) during data entry)

Hame Generation Type |Generate None - Manual Entry

Display Name Format | Given/First Family/Last |

I @ Generate All Display Names Now ]

Given/First Name | Family/Last Name Display Name Type E-mail Address (optional) Status
| student v| emailaddress@montgomeryc| | Enter new user or leave blank
| student v| emailaddress @montgomerye| | Enter new user or leave blank
| student vI emailaddress @montgomeryc| | Enter new user or leave blank
| student vI emailaddress @montgomerye| | Enter new user or leave blank

|best ‘userﬁ ‘best users | student vI emailaddress @montgomerye| | Enter new user or leave blank
|
|
|
|

|test ‘userl ‘test userl

[test user2 [test user2

|best ‘userS ‘best userd

|best ‘user‘? ‘best user4

[test users [test userg student v| emailaddress @montgomeryc|| Enter new user or leave blank
student v| emailaddress@montgomeryc| | Enter new user or leave blank
student vI emailaddress @montgomeryc| | Enter new user or leave blank

|best ‘userg ‘besgsa.—',‘ student vI emailaddress @montgomerye| | Enter new user or leave blank

| € submit | | [ Cancel

[test user7 [test user7

|test ‘userS ‘test userd




Add Accounts

All Requested Accounts Were Added

Add to Community default

Initial Password  accepted, not shown

ic Name

Enable Aut

I¥ (auto-g select name field(s) during data entry)

Name Generation Type |Generate Display Name from Given/First and Family/Last Names j

Display Name Format | Given/First Family/Last 7|

Generate All Display Names Now |

UserlD  Given/First Name

Family/Last Name

Display Name

Type | E-mai Address {optional)

|testteachert | test

teacher

test teacher

student

case se ccounts to a Class’

| o Add These Accounts to a Class |

NETLAB+

Add Accounts to Class Roster

To which class should the accounts be added?

| _CLASSTERE |LEAD NSTRUCTOR{(S) # ENROLLED STARTDATE | ENDDATE |

= = m oo 1 |Mone Hone
" - 10 ;None [None
= www - o 0 ‘ENnne None
I.h i e h | NG
i . RS e ] om0
| = o —n ¥ - o -
[ M S
|o — s | 3
You can add the i - >
students in bulk to only [ S i & L 0
one of the classes. : —_r i ’
[0 o — 3 Sep21, 2015 None
(o E ST - L 12 |None None
Under the ‘CLASS o = o 2 lul 13, 2015.Jul 20, 2015
A v Ro| £ b 13020100
NAME’ select one. 1° e s g
o = P 24 ;Nnne '_Nuna |
s pans = AT Nongi— May 31, 2016
e o] e [tons Jay 21, 2015)
R /epEEem 10 |None May 31, 2016
= smem msd s 12 |None May 31, 2016
o k= “olin B 1 [Mone  None |

| [ cancel |




Add These Accounts to a Class (alternate method)

Add the selected
students to only one of
Otherwise, go to Main Page > . : . the classes.
Create or manage student and - Under the ‘CLASS NAME’

instructor accounts iy select one.

Lab Reservations
Thers are ro relevant Lk rassrvatsoe to deplay St ths time, | § B85

Vi ﬂ

Rafresh thes page to check for recentty scheduled tabs.
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Manage devee Ereate or mansge Creste or manage
sanfquration flss. studert wed matrucsse /| clrases and resters.
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© testteacher B tast teacher

© testteachert 1 test teacher

© testuser 5 test user

Berform Action an Salected Accaunts(] Add to Class m@

#hNew searcn | | o import Accounts | | o Add Accounts | | [ Exit |
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Perform Action on Selected Accounts: Add to Class Roster

Student Account

Type the Temporary
Go to Main Page > Create or 3 7 - = Password and Retype
manage student and instructor o the Temporary
accounts =y Password. Provide the
' temporary password to
the selected students.

Lab Reservations
Thers are ro relevant Lk rassrvatsoe to deplay St ths time, | § B85

Rafresh thes page to check for recentty scheduled tabs.

(4& o
1 “ = ‘ [—— | 3 -gmuf-mmw;mmmmmmm.mw.ummmu
i | i — § ey = :'m-ﬂmuhcnmpam-m.

| fr— I N Temparary Pussword swssssnnses
= T | Retype Temporary Password |

L] [ R 4 == -

. e =

Manage devee Ereate or mansge
sanfquration flss. studers sed matrucer
scrmunts.

G @ems

© tesiteacher 8 test teacher May 17, 2016,

iyl

© testteachert 5 test teacher never
© testuser ) test user Apr 29, 2016
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Perform Action on Selected Accounts:




Setting up NETLAB Check-List

Set-up:

O Students

4 Class

O Lead-Instructor

(Optional):
0 Teams (ie. Divide Students into Groups)

- 0 [ /

Using NETLAB

Scheduler

GO. to Mal n Page > Reserve Iab The scheduler allows you to make lab reservations.
time or check the schedule @

| View only or manage reservations made by students.

ca - 8 i i il
Welcoma to NETLAS+S. | © 1 view or cancel reservations To take a class, see last option below.

Lab Reservations
Thare ara ro ralavant s taservations to daplay at thes tima,

i 25 | © BRB fosonve metucton lod tsining e for 3 class | You must set up: a class with its student roster,

instructor leads, and pod assignments. Seek Joe
— Roundy for assistance with any issues or
| & [} Reserve self-study time for teams | requests for pod assignments.

( Students can be divided into up to 26 different
| © [} Reserve self-study time for individual leamers teams or groups labeled from A-Z.

( Reserve equipment pod for unlimited specified

| @ i Reserve an equipment pod for your own use amount of time for teacher usage. Handles Pod
- \virtual equipment.

If you are registered as a learner for the Class, such
as ‘CCNA’, you create a reservation for it here.

| @ i Reserve lab time in a class that you are attending as a learner
Maximum limit of 4 hours maximum reservation.

[E3 cancel |




VIEW GRIVECIFMAYENESEN A

Scheduler

The scheduler allows you to make lab reservations.

] . View only or manage reservations made by students.
l ©  View or cancel reservations To take a class, see last option below.

| @ B3 Reserve instructor-led training time for a class

| @ (34 Reserve self-study time for teams

| © [} Reserve self-study time for individual learners

| @ (% Reserve an equipment pod for your own use

| @ i) Reserve lab time in a class that you are attending as a learner

|a0mme|‘

irriz on their own

Scheduler

The scheduler allows you to make lab reservations.

| 3 T P T T e e | _You must set up: a class Wlth its student roster,
" instructor leads, and pod assignments. Seek Joe

‘\| Roundy for assistance with any issues or

requests for pod assignments.

@ (34 Reserve self-study time for teams
Students can be divided into up to 26 different
4 Reserve self-study time for individual learners | teams or groups labeled from A-Z.

| @ (% Reserve an equipment pod for your own use

| @ i) Reserve lab time in a class that you are attending as a learner

|a0mme|‘




(NGtRECOMMmEnded)}

| © Q view or cancel reservations

| @ B3 Reserve instructor-led training time for a class

| & ) Reserve self-study time for teams |

| © [} Reserve self-study time for individual learners |

i ' Reserve equipment pod for unlimited specified
l @ (% Reserve an equipment pod for your own use )amount of time for teacher usage. Handles Pod
‘virtual equipment.
| Please cancel reservation when not in use!!!

| @ i) Reserve lab time in a class that you are attending as a learner

|aCmme|‘

**= NETLAB+ CLI Terminal
Terminal Edit Sharing Preferences Help

MAP-ASA 01 359 minutes remaining Elole]ele[~mR[D] 5]

AREEED

User 'od Device —
%%g [tesﬂeacher [nwumm [ s1

Col— rRow—
[ 1 264




MyNETLAB Logout
@ The scheduler allows you to make lab reservations.

7

| & @ view or cancel reservations

| @ B3 Reserve instructor-led training time for a class
|I & ) Reserve self-study time for teams

| © [} Reserve self-study time for individual learners

|‘ @ (% Reserve an equipment pod for your own use

l @ i) Reserve lab time in a class that you are attending as a learner

NETLAB-related links

Cybersecurity Lab > NETLAB:

http://cms.montgomerycollege.edu/mccyberlab (

NETLAB NDG1 for. CENA and CCNA-Sec Labs
http://ndgl.montgomerycollege.edu ( )

NETLAB NDG2 for. Cybersecurity Labs

(ie. A+, Network+, Security+, CEH, Forensics)

http://ndg2.montgomerycollege.edu ( )

NOTE! Accounts and passwords on NDG1 AND NDG2 are separate. If you
change or reset a password on one website, you may need to change it on the
other website as well!!!




