Instructions for Using NETLAB

NDG Portal: https://ndg1.montgomerycollege.edu (we recommend that you bookmark it)

Login information:
Username: Your MyMC ID. Please note that usernames are lower-case only.

Password: If this is your first time accessing NDG, your temporary password is

“Password1” (without the quotes). You will need to change your password after the initial login.

Start a New Lab

£2 Scheduled Lab Reservations

You have no scheduled lab reservations.

‘0 New Lab Resewatjonv_.- Step 1

Schedule Lab for Myself _3

Step 2

Select class (If you do not have a class, you can still work on labs in Cyber class)

MyNETLAB > Schedule (Individual Reservation) > Select Class

You are a member of more than one class. Please select the class this reservation is for.

& Available Classes Select your class

Hame “ Instructors Start Date End Date

Test Class NDG Instructor None MNone

Show 25 j entries  Showing 1102 of 2 items

@:H joe roundy None Hone j




Select the lab content

MyNETLAB > Schedule {Individual Reservation) > Select Class (Cyber) > Select Content

Multiple course topics are available. Please select one.  Select your content

NDG A+v3 (lick here to select this content

The A+ training prepares candidates to begin a career working with technical support and IT operation roles.

R

Select the lab

A The A+ training prepares candidates to begin a career working with technical support and IT operation roles.

Lab Name

Esm: Examining Pc Hardware | Click here to select this lab

Lab 01B: Examining PC Hardware

Lab 02: Windows Management and Administrative Tools

Lab 03:

Lab 04:

Lab 05:

Lab 06:

Lab 07:

Lab 08:

Lab 09:

Lab 10:

Lab 11:

Lab 12:

Lab 13:

Lab 14:

Windows Network Settings

Windows Users and Groups

Sharing Resources - Folders

Sharing Resources - Printers

Disk Maintenance and Data Recovery

Command Line Interface - Windows and Linux

Windows Control Panel

Windows Customizations

Remote Access

Troubleshooting

Installing Software

Managing Storage

Search

Click here to action

Preview Lab

Content

E3 Schedule Lab
@& Preview Lab




Schedule the lab

B Pod Scheduler

4 n January- 2020- b Selecled Day Current Time
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% 3w AN 1 2 3 4 :—'_/ %
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19 20 Y » 2 2 1:42pm
2% 7 W O W N | 2020 Eastern Time (US & Canada)
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To start a lab now, click just under the red
pm line. This example shows 4 pods. You can
4pm click ANY of the columns to work with
Spm
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Edit the time

£ Add Reservation

Fod NDG A+ v3 1
Reservalion Type Individual Self Study

Clazz Name Cyber

Reserve For Cyber

Lab Exercise  Lab 01A: Examining PC Hardware

Time Zone Eastern Time (US & Canada)

/1

Start Time  2020-01-22 1:44 PM

End Time | 2020-01-22 5:30 PM ( . &

Length of Reservation 3 hrs., 35 mins. I

o

Click here to change the end
time. Labs canbeup to 4
hours, but NOT over 4 hours.

Enter the lab

£2 Lab Reservations

D Date/Time Description

41 £ 2020-01-22 1:46 PM Class: Cyber

£ 2020-01-22 5; : Lab 01A: Examining PC Hardware
: Student
: Cyber Student

Showing 1to1of 1iems

© New Lab Reservation =

SEArch

Pod

NDG A+v3 1
4NDG

MNetworking
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Please note that some VMs and their websites need time to load. Try waiting 5 minutes and
refreshing webpage in the browser.

If you want to see the instructions in another window, just click on the Downloads button and then
you can choose Open with OR Save File. Go to Downloads folder for the file.

ggREgEOMERY # Home Reservation ~ &

MyNETLAB > Cisco CCNA CyberOpsvl 1 > Reservation38 > 2.0.1.2 Lab - Identify Running Processes

Eal Topology W-E®ICHIERAN |~ Status O CyberOps Workstation ~ L Kali + L Metasploitable ~ L Security Onion = | L1 winClient ~

100%
2 Opening 2.0.1.2_Lab___Identifying_Running_Proces:
“fou have chosen to open:
-!._ 2.0.1.2_Lab__ ] ifying_| )|
which is: Adobe Acrobat Document {150 KB)
from: hitps://172.26.18.90

Lab - Identify Running Processes

«ilear]re Networking
CI1sco. Academy

Firefox do with this file?
with [ Adobe Acrobat 2017 (default)

File

Lab 2.0.1.2 - Identify Running Processes

This lab has been updated for use on NETLAB+.
.'llNDG www.netdevgroup.com

VMs
To access your VM, click on VM Name Button, for example, Win7.

MyMETLAB > NDG A+v31 > Reservation42 > Lab 01A: Examining PC Hardware Time Rewamng

IR & Content » | |#7 Status | O Lubuntu ~ | L0 Win10 ~ O Wing.1 - S R

Lubuntu

192.168.1.0/24 A1




Ctrl-Alt-Delete or Take Screenshot
If you need to send a Ctrl-Alt-Del, click on the small down arrow next to your VM.

Esl Topology @ Content =  |»* Status O CyberOps Workstation = Ol Kali = O Melasploitable = O Security Onion -

.' Momilly Firefos Srart :-&.:l_.: W + 1 Send CTRL+ALT+DEL

& 0 Firef Cearch of enter ad dress I} Undock
O Actual Size
H Scale Display

& Power On
& Power OFf

I B Take Screenshot I

172.20.12.0f24

172.20.11.0/24

wmnic 1

Prod.
ethl wminic2
A0 7

sa-esxi-02

sa-esxi-01

vmnic
.52

172.20.10.0/24 Management

Network

sa-student-01 sa-vesa-01

End a Lab
MONTGOMERY i
COLLEGE # Home Reservatio =
X Request More Time Tim
MyNETLAB > VMware vSphere ICM 6.51 > Reservation 39 > Lab 01: Navigating the vSphere Client X3 Change Exercise
[PRELELGYE & Content ~ | |»” Status O sa-student-01 ~ | L sa-vcsa-01 ~ | Llsaesxi-01 ~ Llsaesxi-02 ~ Llsasan-01 ~ & End Reservation Now

To end a Lab, click on the down arrow next to Reservation in the upper right corner.

Technical Support

Please contact us at cybersecuritylab@montgomerycollege.edu for password resets, or any other
issue with your NDG account. Do not wait until the last minute, email us as soon as possible.
Requests made after business hours and during the weekend/holidays may not be addressed
until the next business day, so plan accordingly.






